Abstract. The purpose of this article is to define the concept of digital shadow economy and identify its determinants and channels from consumers' position. In order to fulfil the defined purpose, the method of snowball sampling was employed. The results of the research revealed that consumers interpret digital shadow economy as an illegal operation in the Internet space, which generates illegal money flows for commodity/service providers or purchasers, and deprives legal traders/service providers from the revenue that could be officially accounted, calculated and declared. E-shops, social networks and websites are the channels, most commonly engaged for acquisition of goods/services in digital space; the categories of goods/services acquired by these channels include clothing and footwear, trips and entertainment, cosmetics and perfume. Purification of the concept of digital shadow economy from consumers' position allowed to define the concept of digital shadow economy, which is a significant contribution to the evolution of the theory of digital shadow economy, and can enable to develop an instrument for measuring the scopes of digital shadow economy in further research.
Introduction
With an attraction of opportunities, including easy accessibility and use of technologies, variety of goods and services on sale, and convenient delivery terms, more and more consumers start preferring online shopping to traditional one. Nevertheless, distinctive features of digital trade, primarily, anonymity (Ingram, Hinduja 2008; Williams et al. 2010) , and difference between corporate and personal (Shang et al. 2008; Williams et al. 2010) , determine conscious or unconscious consumers' involvement in digital shadow trade. Since consumers generate the demand for goods and services traded online, they can be considered as the main party of digital shadow economy. Hence, in order to develop efficient measures of digital shadow economy prevention, first of all, it is purposeful to research how the consumers, who purchase goods/services online, perceive the phenomenon of digital shadow economy, what determinants generate the demand for acquisition of goods/services from digital shadow markets, and what channels are employed for the order and delivery of goods/services from digital space.
Previous scientific research on the topic of consumers' involvement in digital shadow economy is basically limited with the studies on particular forms (e-fraud -Blackledge, Coyle 2010; Akintoye, Araoye 2011; Vlachos et al. 2011; digital piracy -Williams et al. 2010; Camarero et al. 2014; Yu et al. 2015) or determinants (Shang et al. 2008; Williams et al. 2010; Higgins et al. 2008; Yu et al. 2015) of consumers' illegal behaviour online. However, the concept, features and channels of digital shadow economy from consumers' position have hardly been analysed in complex. The research of this type would provide a clearer view of what the phenomenon of digital shadow economy refers to from consumers' attitude, and might contribute to the development of the measures of digital shadow economy reduction. Considering the reasons explicated above, this article is aimed at definition of the concept of digital shadow economy and identification of its features and channels from consumers' position. For the fulfilment of the defined aim, the following objectives have been raised: 1) to analyse theoretical concepts and interpretations of digital shadow economy; 2) to review the literature on the features and channels of digital shadow consumption; 3) to select and present the methodology of the research; 4) to introduce the results of the empirical research. The methods of the research include scientific literature analysis and consumer survey based on snowball sampling method.
Theoretical concepts of digital shadow economy
The concept of digital shadow economy can be derived from the concept of shadow economy, which, in its broad sense, refers to unreported revenues earned either from production and sales of legal (not forbidden by legal regulations) goods and services, or from monetary or barter transactions (Schneider, Buehn 2013; . Hence, "shadow economy includes all economic activities that would generally be taxable were they re-ported to the tax authorities" (Schneider, Buehn 2013: 3) . Following the general concept of shadow economy, digital shadow economy in its broad sense can be defined as unreported revenues earned in the Internet (e-space, online) either from sales of legal (not forbidden by legal regulations) goods and services, or from monetary transactions completed by employing exceptionally electronic measures of settlement.
As, according to Holz et al. (2009) , volatility and rapid advance of technologies make understanding of digital shadow economy rather complicated, scientific literature is rich in the variety of different interpretations of digital shadow economy, in accordance with the nature, general purpose or the subjects of this phenomenon. The analysis of the scientific literature has enabled to systematise the terms of digital shadow economy by distinguishing three basic term groups:
-The terms reflecting the nature of digital shadow activities; -The terms reflecting the role of a supplier as an active subject; -The terms reflecting the role of a consumer as an active subject.
Since this research is aimed at definition of the concept of digital shadow economy from consumers' position, the terms attributable to the second group will not be discussed further in this article.
In the group of the terms that reflect the nature of digital shadow activities, the term digital underground economy refers to hidden (unregistered) profit-driven online business (Moore et al. 2009; Herley, Florencio 2010; Yip et al. 2012) . It slightly differs from the term illegal digital economy, which stresses violation of the established legal regulations on digital business rather than a pursuit for profit (Arango, Baldwin-Edwards 2014) . The term unreported digital economy reveals evasion of tax contributions in digital business (Feige 2007 (Feige , 2012 Gaertner, Wenig 2012) . Finally, the term digital unrecorded economy points out circumvention of the defined regulations and requirements on reporting business or trade activities performed in the Internet (Karanfil 2008; Feige, Urban 2008) .
In the group of the terms reflecting the role of a consumer as an active subject, the terms of e-fraud, digital piracy and dysfunctional consumer behaviour online can be distinguished. The term e-fraud refers to the activities of obtaining money illegally using the Internet (McMillan Dictionary 2015). With reference to Vlachos et al. (2011) , most of e-fraud cases involve consumers, seeking to purchase particular items (e.g. IT, mobile phones, music and entertainment devices, etc.) online. The term digital piracy (or e-piracy) is defined as the illegal or unauthorized copying/downloading of particular copyrighted content (Castro et al. 2009; Camarero et al. 2014) . Finally, the term dysfunctional consumer behaviour online means consumers' actions in the Internet that violate the generally accepted norms of conduct in trade (Harris, Daunt 2013) , for instance, purchasing of a product with the intention to return it for reimbursement, making a fraudulent or illegitimate claim for financial gain, etc. (Vlachos et al. 2011; Amasiatu, Shah 2014) .
Summarising, it can be stated that digital shadow economy in its general sense refers to illegal, unreported or unrecorded activities online, driven by profit, tax evasion, gain or circumvention of legal regulations. Considering the theoretical interpretations of digital shadow economy, cybercriminal activities should be excluded from the context of the concept of digital shadow economy as they refer to criminal offenses rather than to economy generators. In order to ascertain how the phenomenon of digital shadow economy is perceived by consumers and whether consumers distinguish digital shadow economy from criminal activities in e-space, the following concepts of the analysed phenomenon can be proposed for the empirical research: -Digital shadow economy is a part of shadow economy, when illegal profit-driven online trade or service provision is performed. The activities of digital shadow economy have the trend to be of repeated or non-repeated nature with or without changing IP addresses/computer networks; -Digital shadow economy refers to global networks emerging in closed Internet forums and promoting chains of e-crimes, including bank attacks, payment card crimes, identity steals and other Internet intrusions;
-(Un)interrupted, financial gain driven provision of particular commodities or services in the remote space, performed without activity registration and causing damage to an officially registered subject, who provides similar commodities or services; -Digital shadow economy is an illegal operation in the Internet space, which generates illegal money flows for commodity/service providers or purchasers, and deprives legal traders/service providers from the revenue that could be officially accounted, calculated and declared; -Digital shadow economy refers to the trade in e-space, performed without paying any taxes to the state budget, excluding purely criminal activities such as drug trafficking, prostitution.
The proposed concepts of digital shadow economy will be presented for consumers' evaluation in order to define the concept of the researched phenomenon from consumers' position.
The determinants and channels of digital shadow consumption: theoretical background
The analysis of the scientific literature has revealed that the determinants of acquisition of goods/services from digital shadow markets fall into the groups of macroeconomic, economic, psychological, legal and consumer benefit determinants. In the group of macroeconomic determinants, the experts from Lithuanian Free Market Institute (LFMI) emphasise the significance of the overall macroeconomic situation in the country. It is proposed that increased accessibility of economic activities to physical entities (LFMI 2014), reduction of unemployment rate (Williams et al. 2010; LFMI 2014) , increased wages (Schneider et al. 2010; Putniņš, Sauka 2014; LFMI 2014) as well as promotion of general advancement of the country (including IT advancement) (Ingram, Hinduja 2008; Amasiatu, Shah 2014; Camarero et al. 2014) could significantly contribute to reduction of the scope of shadow economy (including digital shadow activities) since these measures would make legal activities more attractive in comparison to illegal ones.
Economic determinants of the demand for acquisition of goods/services from digital shadow markets cover low costs of digital storage, i.e. opportunities for a consumer to obtain a product or service online round-the-clock (Ho, Weinberg 2011; Sirkeci, Magnusdottir 2011) , lower price of goods/services sold online in comparison to those sold in traditional shops (Ho, Weinberg 2011; Williams et al. 2010; Yu et al. 2015) and availability of consumer credits (e.g. short-time bank credits, fast credits) that serve as a source of the necessary funds for consumer purchases (Šukytė 2010; Williams et al. 2010 ).
In the group of psychological determinants, low level of public morale, especially related to tax paying, i.e. low tax morale, is considered as one of the most significant factors that determine entities' involvement in different forms of shadow economy including shadow activities online (Alm, Torgler 2011; Williams 2014; Williams, Horodnic 2015 and others) . Low tax morale alongside with low level of public self-consciousness determine social acceptability of illegal activities online within particular social circle or society (Williams 2014; Amasiatu, Shah 2014) .
Poor measures of illegality discouragement, i.e. low probability of detection of a fact of a purchase obtained from an unregistered juridical or unofficially performing physical entity (Waterman et al. 2007; Ho, Weinberg 2011) , lack of regulations on cybercrime prevention (Levin et al. 2007) , insufficiency of the professionals (officials) with cybercrime detection abilities (Waterman et al. 2007; Ho, Weinberg 2011; Bossler, Holt 2012) and poor regulation of IT sector (Bossler, Holt 2012; Mayayise, Osunmakinde 2014) , also provide a favourable environment for illegal digital trade. Although some recent studies on explanation of shadow economy Williams, Vorley 2014; Williams, Horodnic 2015) suggest that direct controls are not, as earlier expected, the most important tools of shadow economy combating and prevention (i.e. undeclared economy arises due to the lack of alignment between the codified laws (formal institutions) and social values (informal institutions)), legal determinants of digital shadow economy such as low probability of detection of a fact of a purchase obtained from unregistered juridical or unofficially performing physical entity online, weak legal framework with the lack of regulations preventing illegal activities online, and poor regulation and control of IT sector will be included the empirical research considering the findings of the earlier scientific studies (Levin et al. 2007; Waterman et al. 2007; Ho, Weinberg 2011; Bossler, Holt 2012; Mayayise, Osunmakinde 2014, etc.) .
What concerns the channels of digital shadow consumption, the analysis of the scientific literature has disclosed that engagement of particular channels for acquisition of goods/ services online means exploitation of the remote spaces such as online shops, online service provision websites, social networks (Hafezieh et al. 2011; Levi, Williams 2013; Amasiatu, Shah 2014 ), e-advert and e-auction sites (Vlachos et al. 2011; Dion 2011; Smith 2015) . Hence, the channels mentioned above will be proposed for consumers' assessment in the empirical part of the research.
Summarising, the determinants of the demand for acquisition of goods/services from digital shadow include unfavourable macroeconomic situation in the country, linked to the lack of accessible economic activities, high rate of unemployment, low wages and general technological advancement; economic drivers, primarily low costs of digital data storage, lower prices of the goods/services offered online and easy access to shortterm credits; psychological factors such as low level of tax morale and stereotypical negative attitude towards public authorities; imperfections of legal framework related to low probability of detection of a fact of a purchase obtained from an unregistered juridical or unofficially performing physical entity, lack of regulations on cybercrime prevention, lack of professionals with cybercrime detection abilities and poor regulation of IT sector; and consumer benefit emerging as convenience to make purchases roundthe-clock without leaving home, anonymity while making purchases online, lack of opportunities to obtain a desired product in the local market and time saving in comparison to acquisition of a product/service in the local market. The channels of acquisition of goods/services in digital space include remote spaces such as online shops (e-shops), social networks and platforms as well as online trade/service provision websites, e-advert and e-auction sites. The above-introduced theoretical determinants of acquisition of goods/services from digital shadow as well as the channels of digital shadow consump-tion identified in earlier scientific studies will be proposed for consumers' consideration in the empirical part of this research. Alongside with the channels of digital shadow consumption, we find it purposeful to identify what categories of goods/services are most commonly acquired via these channels, although as to our knowledge, scientific literature does not contain any previous research on this topic. The methodology and the results of the empirical research have been introduced in further sections of this article.
The methodology of the empirical research
In order to fulfil the defined aim of the research, the method of snowball sampling was employed for consumers' survey. This method is commonly applied for qualitative research due to ensured opportunities to achieve a hidden target population (Atkinson, Flint 2001) .
The questionnaire for the survey was composed of three structural parts: the first part was developed to establish demographic characteristics of consumers who operate in digital shadow markets; the second part covered the concepts of digital shadow economy proposed for consumers' evaluation in Likert scale; finally, the third part was developed to establish the determinants of acquisition of goods/services from digital shadow, to identify the acquisition channels and find out what categories of goods/services are most commonly acquired via these channels.
While estimating the sample of the survey, it was presumed that the total amount of population in Lithuania makes 3 million people, 66 percent of whom have Internet access (Lithuanian Department of Statistics 2014). In order to separate Internet consumers from the consumers who purchase goods/products in e-space, the criterion of e-purchase was applied, i.e. only the questionnaires filled in by the respondents, who confirmed having acquired a good or a service online, were selected for further processing of the survey results. The sample was estimated by using Sample Size Computation for Population Proportion Confidence Interval (ECS 2016):
where: n = sample size; t = the critical value of the normal distribution at α/2 (e.g. for a confidence level of 95%, α is 0.05 and the critical value is 1.96); p = sample proportion (this can often be determined by using the results from a previous survey, or by running a small pilot study; when the researchers are unsure, it is best to use 50%, which is conservative and gives the largest sample size); e = percent error rate (5% for 95 percent confidence level).
Therefore, we obtain: n = 1.96*1.96*0.5*0.5/0.05*0.05 = 384.16 or 384 individuals.
However, the real number of the respondents, available for the survey, composed 368 people, which determined a slight increase in the error rate up to 5.11 percent. The survey was carried out during the period of August -November, 2015, engaging the tools of e-survey development. The obtained data was processed with SSPS and Microsoft Excel software.
The results of the empirical research
The survey has enabled to identify the following demographic characteristics of consumers in digital shadow economy: -by age, the majority of consumers, who form the demand in digital shadow economy, is composed of young people aged from 16 to 29 (69.8 percent of the total number of survey participants); -by occupation, the biggest part of the respondents (46.7 percent of the total number of survey participants) was composed of students; experts made 18.2 percent, employees and IT professionals -respectively 7.9 and 7.6 percent of the respondents; -by income, the majority of the respondents (25.5 percent of the total number of survey participants) fall into the group of consumers, whose earnings make from 501 to 1000 EUR per month; 21.2 percent of the respondents pointed out not earning any income, which can be explained by a large number of students (46.7 percent of the respondents) among the total number of survey participants; -by education, nearly a half of the respondents (45.9 percent of the total number of survey participants) indicated having higher education; slightly smaller part -39.4 percent of the respondents -pointed out having secondary education; -by gender, the survey involved 31.3 percent of male and 63 percent of female; -by marital status, 41.3 percent of the respondents indicated living with their parents whereas 17.7 percent are married with children.
With reference to Malhotra and Birks (2003) , who state that 0.6 stands for the lowest critical value of questionnaire reliability in economic research, 0.6 was selected as the lowest critical value of Cronbach alpha coefficient for this research. Cronbach alpha coefficient, calculated for the second part of the questionnaire, was equal to 0.6, which proposes that the survey questions reflect the researched dimension with appropriate accuracy. Kendall's coefficient of concordance was equal to 0.061, and value p was equal 0.000, which discloses weak, but statistically significant compatibility of respondents' opinions. In Table 1 , the mean ranks (i.e. average values of the elements in the data set), estimated for the proposed concepts of digital shadow economy, have been presented with a view to defining the concept of digital shadow economy from consumers' position and using it for the development of an instrument for measuring digital shadow economy in further research.
The concepts with average ranks of 3.5 and higher are considered accurately reflecting the nature of digital shadow economy from consumers' position whereas the ones with average ranks of 3.49 and lower are treated as poorly reflecting the nature of the researched phenomenon. The rank limit of 3.5 points remains the same for the entire research.
The results of the empirical research propose that consumers are inclined to distinguish criminal activities (drugs, prostitution, credential steals, etc.) 
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3.83 4 1 5
5
Digital shadow economy refers to the trade in e-space, performed without paying any taxes to the state budget, excluding purely criminal activities such as drug trafficking, prostitution, etc.
3.53 4 1 5
Cronbach alpha coefficient, calculated for the third part of the questionnaire, was equal to 0.823, which proposes that the survey questions reflect the researched dimension with appropriate accuracy. Kendall's coefficient of concordance was equal to 0.133, and value p was equal 0.000, which discloses weak, but statistically significant compatibility of respondents' opinions. The mean ranks, estimated for the determinants of acquisition of goods/services from digital shadow markets, have been introduced in Table 2 . The data in Table 2 reveals that, in the group of macroeconomic and economic determinants, lower price is the most significant determinant (mean rank is equal to 4.08) of acquisition of goods/services from digital shadow markets. The other weighty determinants in this group include unfavourable economic situation in the country (mean rank is equal to 3.67) and technological advancement (mean rank is equal to 3.66).
In the group of miscellaneous determinants, IT advantages (mean rank is equal to 4.03), time saving in comparison to acquisition of a product/service in the local market (mean rank is equal to 3.95) and lack of opportunities to obtain a desired product in the local market (mean rank is equal to 3.95) can be treated as significant determinants of acquisition of goods/services from digital shadow markets with their mean ranks exceeding 3.50 points. In general sense, the factors mentioned above might, undoubtedly, be attributed to the determinants of the overall e-trade. Nevertheless, according to the consumers, they serve as extra motives to acquire products or services from illegal traders since they enable exploiting the advantages provided by e-space. Psychological and legal determinants have been found insignificant to acquisition of goods/services from digital shadow market with their low estimated mean ranks.
Further in the research, the respondents were asked to specify the channels, most commonly engaged for acquisition of goods/services from digital shadow markets.
The results revealed that 42 percent of the respondents acquire goods/services from eshops; 37 percent of the respondents use websites for classified adverts such as skelbiu. lt, manodrabuziai.lt, etc.; 20 percent of the respondents purchase goods/services from the suppliers operating in social platforms.
The categories of goods/services, acquired in digital shadow markets via the channels mentioned above, cover clothing and footwear (as it was marked by 27 percent of the respondents), trips and entertainment (as it was pointed out by 23 of the respondents), cosmetics and perfume (as it was indicated by 19 percent of the respondents) (see Figure 1 ).
It is important to note that smuggled cigarettes, alcohol and other kinds of illegal goods/ services are acquired only by the minority (0.7 percent) of the respondents, which proposes that e-space is not the basic channel for acquisition of illegal goods/services. Summarizing, it could be concluded that consumers are inclined to distinguish the digital shadow economy from cybercrime, and treat it as an illegal operation in the Internet space, which generates illegal money flows for commodity/service providers or purchasers, and deprives legal traders/service providers from the revenue that could be officially accounted, calculated and declared. The most significant determinants of acquisition of goods/services from digital shadow markets include lower prices, unfavourable economic situation in the country, general technological advancement, IT advantages, time saving in comparison to acquisition of a product/service in the local market, and lack of opportunities to obtain a desired product in the local market. Hence, the demand for goods/services, acquired from digital shadow markets, is mainly driven by economic determinants. E-shops, social networks and websites are the channels, most commonly employed for acquisition of goods/services in digital space; the categories of goods/ services acquired by these channels include clothing and footwear, trips and entertainment, cosmetics and perfume.
Conclusions
The research has enriched the theory of shadow economy with the concept of digital shadow economy from consumers' position. It has been established that digital shadow economy refers to an illegal operation in the Internet space, which generates illegal money flows for commodity/service providers or purchasers, and deprives legal traders/ service providers from the revenue that could be officially accounted, calculated and declared.
The research of the scientific literature has disclosed that digital shadow economy in its general sense refers to illegal, unreported or unrecorded activities online, driven by profit, tax evasion, gain or circumvention of legal regulations, excluding cybercriminal activities as the latter refer to criminal offenses rather than to economy generators.
The empirical research has revealed a clear consumers' perception that the concept of digital shadow economy should be distinguished from the concept of criminal activities. E-shops, social networks and websites are the channels, most commonly engaged for acquisition of goods/services in digital space, and the categories of goods/services acquired by these channels cover clothing and footwear, trips and entertainment, cosmetics and perfume.
Purification of the concept of digital shadow economy from consumers' position enables to formulate the concept of digital shadow economy, which is a significant contribution to the evolution of the theory of digital shadow economy, and can enable to develop an instrument for measuring the scopes of digital shadow economy in further research. The further research may cover estimation of the share of digital shadow economy in the scope of traditional shadow economy. Deviation of the results is the basic limitation of this research. Hence, to alleviate the problem of deviation, it would be purposeful to conduct a representative survey in future studies on the topic of digital shadow economy. Considering practical implementation of the research results, it should be noted that they are topical to the authorities empowered to fight with shadow economy since the research has enabled to identify the main channels of digital shadow economy, through which illegal transactions in e-space are commonly made. What is more, the research has disclosed that the largest part of consumers are not inclined to check the status of an e-entrepreneur, which, undoubtedly, serves as an extra motive to avoid official registration of e-business. Hence, the task of the authorities is to develop the measures aimed at elimination of this motive 
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